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Introduction by the Federal Minister of the Interior  

Mag. Wolfgang Sobotka 
The Federal Ministry of Interior is the biggest service company in the security sector and it is also dealing 

with the most sensitive tasks. On a daily basis it fulfils with its employees plenty of activities in order to 

improve the security of Austria’s citizens. The protection of the population against criminal, terrorist or 

subversive influences is therefore subject to our special attention.  

Due to the current incidents in France and Belgium this topic has unfortunately now again gained more 

importance. From the perspective of the Ministry of Interior these multiple risks can only be addressed 

and observed - in a meaningful way - within the context of a common situation picture in accordance 

with the Austrian Security Strategy (ÖSS). Also in Austria security can only be achieved and preserved 

on a daily basis in a joint effort with other ministries and within a close coordination with them.  

Due to the concept of “comprehensive security provisions”, a framework was built where substantial 

progress can now be made in order to continuously improve the product “security” for our citizens and 

all people who live in Austria. 

The view on chemical, biological, radiological and nuclear threats has to be reassessed nowadays. 

Changed parameters in terms of security policy have contributed to the fact that it is now in the realm 

of possibility that situations of danger, caused by human action, accident or natural recurrence - which 

are in need of higher governmental vigilance - emerge.  

It is not a coincidence that French police forces were recently training some operations with contami-

nated chemical substances in a simulation ahead of the European Football Championship where our 

national team will also be participating.  

There is no need to panic but sharp, common and coordinated analysis as well as cooperative and ef-

fective nationwide-orchestrated action are now necessary. 

The debate about the new Police State Protection Act (PStSG) has shown that security issues and the 

extension of powers of executive authorities can only be done with sound judgement and under demo-

cratically legitimized control. 

From my point of view, security is a highly relevant issue from a nationwide as much as an overall societal 

perspective. It can not only have our sporadic attention, it must enjoy our continuous focus. 

The Advisory Board Österreich (KSÖ) is supporting the communication of important topics in the context 

of security since years. Therefore this institution is an important partner for my department. The current 

work of volunteers, for example in the volunteer fire departments from the federal states, is clearly show-

ing that precaution and preventive protection is still attractive and considered as an important value - 

even among young people. At this point I want to express my gratitude to all the volunteers for their 

dedication. Further it is necessary that all required measures that seem appropriated and suitable in 

order to guarantee the safety - in the respective range of hazards - of the volunteers, the professional 

forces and the key people (for example in the area of critical infrastructure) are undertaken. Because 

they all contribute to maintain the security on a constantly high level in our country.  

With this input the KSÖ achieved an interesting and analytical contribution to the risk analysis for Austria. 

At the same time the process is showing that an interagency-cooperation can lead to precious products. 

Let us take this as an example. 

Mag. Wolfgang Sobotka (Federal Minister of Interior)   
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Introduction by the Federal Minister of Defence and Sports 

Mag. Hans Peter Doskozil  
 

Due to the current changes related to the ongoing migration crisis, the terror attacks in Europe 

and the conflicts in the European neighbourhood, there is no need for further explanation in 

order to realize that the security situation throughout the European Union, including Austria, 

has deteriorated significantly. 

Therefore we are facing the task of quickly adjusting the national security sector to foreseeable 

and prospective challenges. 

One of the core tasks of the Austrian Armed Forces is the national defence which has to be 

guaranteed within the modified situation picture. This especially involves the necessity of being 

prepared for the protection against non-conventional attacks on Austria, its citizens, the gov-

ernmental structures or the strategic infrastructure. 

Thereby the focus is on attacks by terrorist forces with the objective to significantly harm the 

state as a whole. In any case attacks with biological, chemical or radioactive weapons present 

a particular threat to the citizens. 

Hence it is even more important to recognize the different dimensions of hazards which ema-

nate from these weapons in time and to evaluate the consequences of their possible use in 

Austria or in its neighbouring states. 

This can only take place within a common governmental approach and I would like to take this 

opportunity to thank the Advisory Board Österreich (KSÖ), who has created an excellent risk 

analysis with the involvement of all relevant stakeholders within this publication. 

It will provide a valuable basis for the preparation of our situation analysis and it offers im-

portant references regarding the protection of the population and the rescue forces. 

 

Mag. Hans Peter Doskozil (Federal Minister of Defence and Sports) 
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Introduction by the President of KSÖ Mag. Erwin Hameseder 
For many years the Advisory Board Österreich (KSÖ) has brought together decision makers and 

practitioners of security-concerning issues. Today this task is more important than ever due to 

an urgent need to carry the discussion about Austria’s security situation into the public. In 2016 

we are faced by three essential challenges: 

1) The European neighbourhood is very unstable, 

2) Europe and Austria are affected by hybrid conflicts, 

3) The EU exhibits weaknesses to act which offers only little protection from threats 

outside Europe. 

This shows that national safety authorities are increasingly pressured to act. However, thinking 

in new avenues and focusing on essential issues should be the priority. Therefore, for me as an 

officer of the militia as well as a representative of the corporate world, it is a priority to perma-

nently implement the existing concept of Comprehensive Security Precaution (USV). It offers 

our nation, our society and our economy the necessary opportunity to gain essential capabili-

ties to react precociously to emerging crises. The Security Precaution and the concomitant 

demanded increase of resilience in the Austrian Security Strategy (ÖSS) has also be considered 

within context of measure of damages as well as the factor of plausibility towards our state and 

our society. According to experts the greatest threat towards Austria is constituted by pan-

demic risks, strategic terrorism by non-conventional attacks as well as the stoking of social and 

ethnic conflicts in Austria. Such threats can also occur jointly (e. g. bio terrorism). In case of an 

emergency it has to be possible to immediately take advantage of all resources necessary. 

Therefore, reacting to such challenges has to be well prepared, comprehensively organised and 

communicable to our society at all times. 

This study by the KSÖ is a contribution to the comprehensive risk analysis for Austria. Its aim 

is to support doing the right thing at the right time. The range of topics is purposely fixed on 

issues and threats which have widely faded from the spotlight since the end of the Cold War. 

However, it is more important than ever for Austria to focus on chemical, biological, radiolog-

ical and nuclear threats. News about pandemics (e. g. Zika, Ebola), nuclear disasters (e. g. Fu-

kushima and 30 years after Tschernobyl) as well as the use of chemical weapons by terrorist in 

Iraq have shown that those barely noticed threats are still of vital importance for us all. There-

fore, KSÖ enabled a risk analysis based on the expertise of pundits which will in my opinion 

contribute considerably to strategic foresight.  

On behalf of KSÖ I would like to thank all participants who have made this report possible. It 

is a substantial contribution to the security of Austria and supports us developing measures 

and concepts which will serve our security and resilience proactively.  

Mag. Erwin Hameseder (President of KSÖ)  
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Purpose and Aim: Why now? 
The national security environment of Austria has 

experienced lasting change in recent years. Geo-

political ruptures, economic uncertainties and 

terrorist attacks in our European neighbourhood 

have had far-reaching repercussions. Austria 

cannot avoid their impacts and is sometimes di-

rectly affected. 

Today, our security is much more challenged as 

compared to previous decades. However, threats 

have not only increased in quantity, they have 

also developed in intensity and quality. 

Given such novel threat scenarios we are com-

pelled finding new comprehensive solutions and 

concrete methods for the protection of our soci-

ety. However, it seems also plausible that by-

gone threats re-emerge. This shows that com-

prehensive, governmental abilities for the analysis 

of threats and subsequent actions require cooper-

ation with non-governmental organizations to ensure solid safety precautions.  

One example of such bygone threats is the danger of biological pathogens or agents and the 

epidemics or pandemics they can cause. Recent outbreaks like the Ebola epidemic in Africa 

(2014-2015) or the Zika virus in South America (2016) as well as the use of chemical weapons 

by the so-called Islamic State in Iraq (2015) elucidate the clear and present danger of such 

threats. 

Such seemingly unusual threat scenarios are no fiction any longer; they have become reality. 

This is only aggravated by technological and biotechnological developments in research. Such 

developments have mounted to a silent revolution that allows amateurs to take advantage of 

the easier accessibility of research equipment as well as realisation of research itself. This entails 

great positive but also negative potential. It should therefore be watched carefully. 

Another danger can be precipitated by deliberate or not deliberate human action as well as a 

potentially burgeoning reappearance of for instance zoonoses. Therefore, in our current un-

certain times chemical, radiological and nuclear weapons in conjunction with pathogens con-

stitute a potential threat of significance of which decision makers and actors have to become 

aware of. 

Given that detection, defence and handling of such threats is characterised by numerous syn-

ergies and intersections of material, organisational and structural aspects, it is inevitable that 

actors involved hold a homogenous perspective.  

The Advisory Board Sicheres Österreich (KSÖ) endeavours to tackle this challenge. It has cre-

ated common ground for experts from health services, domestic security, national defence, 

Detecting THREATS.  

Reducing  

VOULNERABILITIES. 
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biotechnology, and medical sciences to discuss matter pertaining to the contemporary threat 

scenarios created by biological, chemical and radioactive weapons. 

During four workshops from October 2015 to March 2016 knowledge was exchanged, dis-

cussed and analyses conflated. The results lead to concrete recommendations for actions for-

mulated within implementation outlines. Finally, those results were handed over to decision 

makers. 

During this process, referred to as “Pandemic Threat Scenarios”, the focus was especially on 

biological agents, as well as on chemical, radiological and nuclear agents. The reason for this 

particular focus is that according to experts biological agents are especially characterized by 

dual-use capabilities. They therefore constitute a particular threat for all of us. Biological agents 

have unique dual-use capabilities because neither parent substances, production equipment, 

know-how nor processes regarding their ultimate usage can be clearly recognized. It is there-

fore very difficult to identify the ultimate usage of a for instance peaceful production of medi-

cine. 

Hereafter it is therefore deemed necessary to elucidate methods, threats, risk analyses and to 

recommended immediate protection methods in detail. This assessment is based on a joint 

stipulation of a transparent methodological procedure which accurately reflects the expert 

opinions and recommendations of participants.  

KSÖ is grateful to all participants for their independent and motivated contributions. Special 

acknowledgments are also paid to all ministries, agencies and institutions which supported us. 

It is their credit that this for Austria very important inter-agency project could be realised.  

 

TOGETHER. SAFE. FOR AUSTRIA! 
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Synopsis  

Results 
Austria, like other European states, is endangered by the voluntary or involuntary release of 

chemical, biological, radioactive and nuclear (CBRN) materials and weapons. This is an existing, 

plausible and reasonable risk. 

 

Within context of CBRN hazards the greatest threat for Austria and its population stems from 

smallpox viruses (Variola vera/major) as well as novel flu epidemics, the KSÖ Risk Analysis 2016 

found. In terms of impact and plausibility experts judge these threats as most dangerous. 

According to experts, the impact of a smallpox epidemic/pandemic in its extension is as high 

as a government-intended nuclear attack against Austria. However, the plausibility of an out-

break of smallpox in Austria is considerably higher than probability of a government-intended 

nuclear attack. In Austria the threat constituted by the use of so-called dirty bombs and nuclear 

weapons by terrorists is estimated to be lower compared to the use of biological weapons or 

the spread of their agents. 

 

Provisions and Recommendations 

Immediate provisions have to 

focus on the protection of 

protection and rescue forces 

(so-called first responders). 

Part of such protection and 

rescue forces are the police, 

medical personnel, fire-

fighters and the military. They 

have to be vaccinated against 

smallpox and influenza. 

However, personnel of waste-

disposal agencies, electricity 

companies and water utility 

companies, who ensure the day-to-day functioning of societal life in times of crises (so-called 

key personnel), also have to be protected. If their protection of biological threats during non-

crises times is already ensured, the next step has to be the strengthening of their capabilities 

to react swiftly and competently during crises. This implies the availability of suitable 

equipment, the improvement of theire training as well as the refitting and upgrading of already 

existing gear. It is furthermore necessary to regularly conduct joint national and international 

exercises and to adapt exercises to changing threat scenarios. 

 (Please see: “Recommended Immediate Protection Measures”, page 31 et seq.)   

PROTECTION for 

those who  

protect us.  
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Methodology 
The methodological approach is similar 

to equivalent international risk analyses. 

It has to be highlighted, however, that 

possible analytical inaccuracies were 

modified due to the support of experts. 

This was enabled by not relying on 

methods of probabilities but instead 

drawing on the analytical level of plausi-

bility. 

The reason for adapting this methodology is that in the opinion of the participants of this study 

the use of probabilities is only advantageous and expedient if all cases can be investigated with 

empirical sample sizes. Since this is in numerous of the cases study within context of this study 

not possible, plausibility instead of probability is considered the criterion for analysis. This semi-

quantitative approach enables an accurate assessment of occurrences with particularly high 

effects but very low possibility. 

The Risk Formula 
The risk formula describes the depiction of results arising through the relationship of two var-

iables (evaluation criteria) as well as the overall result of each analysed hazard. The aim of the 

analysis was to compile a risk matrix reflecting both dimensions and at the same time to de-

pict each hazard individually. 

The risk formula applied reads as follows: 

Risk is the product of impact and plausibility of affect. 

 

  

Four Workshops. 

Two criteria.  

Eight sub- 

criteria.  

One joint ANALYSIS. 

RISK is the 

product of  

impact and 

plausibility of 

affect. 
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Evaluation criteria 

Each of the two evaluation criteria itself is comprised of four individual sub-criteria which have 

to be considered. In detail the two evaluation criteria are structured as follows: 

Criterion impact comprises: 
� Infectiosity/ *contamination and spreading 

� Dispersal/ transferability 

� Lethality 

� Vulnerability 

Criterion plausibility comprises: 
� Intended/ terrorist/-motivated release** 

� Synthezising/ *technical availability 

� Natural recurrence/ mutation/ *technical failure 

� Transit 

With the assistance of these two criteria and their sub-criteria it was possible to analyse indi-

vidual agents from diverse perspectives without losing clarity. Categories marked with an as-

terisk (*) are considered not relevant for the analysis of pathogens. 

Evaluation Criterion IMPACT 

Infectiosity/ *contamination and spreading 

Infectiosity denotes to the contagiousness as 

well as the potentiality of infectiousness after 

occurred contagion./ *Applies to chemical, 

radiological and nuclear agents and denotes 

to the enduring exposure as well as hindered 

passing-on of areas, items or persons to re-

sidual elements.  

Dispersal/ transferability 

Dispersal denotes to the technological possi-

bilities of the spreading of pathogens and the 

resulting dispersal to and within Austria. 

Lethality 

Lethality denotes to the ratio between number 

of deaths and number of infected individuals. 

Vulnerability 

Vulnerability denotes to the in Austria existing infrastructure, prevention measures and the 

associated threat posed by a potential outbreak/release. 

Four different sub-criteria  

describe in equal parts the  

criteria IMPACT. 
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Evaluation Criterion PLAUSIBILITY 

Intended/ terrorist/ 

-motivated release** 

Intended terrorist-motivated re-

lease presupposes the motivation 

of terrorists to take advantage of 

weapons with considerable de-

struction potential.  

Terrorists strive for basic capabili-

ties which support them to buy, 

produce or proliferate pathogens and chemical or radioactive weapons.  

The plausibility of the usage of such weapons is deducted from the intentions of causing 

greatest possible damage for the purpose of catastrophic terrorism (physical/psychological)./ 

**Refers to a state driven motivation.  

Synthezising/ *technical availability 

Synthesizing refers to the technological, actual and partly financial feasibility of a synthetic 

production of bio-pathogens./ *Refers to the technological, actual and partly financial possi-

bilities of producing and or obtaining of chemical, radiological agents and nuclear devices. 

Natural recurrence/ mutation/ *technical failure 

Refers to the plausibility of a possible natural or accidental reappearance of pathogens or 

agents./ *Refers to the plausibility of technical technological failure in a nuclear power plant 

(NPP) or in facilities with radiological substances. 

Transit 

Transit refers to the exposure of Austria due to transit and public traffic.  

PLAUSIBILITY  

instead of  

probability. 



12 
 

The Agents 
In this study the following pathogens/agents, chemical, radiological as well as nuclear agents 

were analysed.  

The selection of agents analysed was based on the focuses of the WHO and the recommen-

dations of experts participating in the analysis. Including chemical agents (blister and nerve 

agents) as well as nuclear and radiological agents completed this study. 

Table 1: Selected Agents 

  

biological agents chemical agents radioactive agents 

Influenza Blister agents 
Accident in a  

nuclear power plant 

SARS (Severe Acute  

Respiratory Syndrome) 
Nerve agents Radiological agents 

Polio  Nuclear attack by terrorists 

Smallpox  
Nuclear attack by a foreign 

state 

Ebola   

Anthrax   

Vector Born Diseases (VBD)   
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The Risk Analysis 
The risk analysis was conducted across all four workshops. All pathogens and agents were dis-

cussed and evaluated on an impact scale from 0 (“very low”) to 10 (“very high”) within context 

of the above stated eight sub-criteria. The results are shown in the table below (table 2) which 

was permanently revised and checked for consistency by the participants during the workshops 

and beyond.  

  

Rating scale: from 0 (very low) to 10 (very high)  

* WA = Warfare Agent // Terr. = Terrorism // att. = attack // Nuc. = nuclear //  

** Refers to a state driven motivation  

(1) Severe Acute Respiratory Syndrome // (2) Vector Born Diseases 

Table 2: Rating scale 
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The results were analysed by calculating the mean of each evaluation criteria and its sub-criteria 

of each agent. The results are depicted in the coordinate system below. Axis x depicts impact, 

axis y depicts plausibility. (Illustration 1). 

Interpretation of Results 
Illustration 1 depicts the results of the risk analysis within a coordinate system of two axes (axis 

x depicts impact, axis y depicts plausibility).  

The results of all agents and circumstances show that the highest expectable damage for the 

population of Austria and the state itself comes from an outbreak of smallpox or a nuclear 

attack by a foreign state. However, the plausibility of such a nuclear attack is considerably lower 

than the plausibility of an outbreak of smallpox caused by for instance a terrorist attack on the 

population of Austria. The results show that the experts of this study have accounted for the 

current security climate, like the strengthening of the so-called Islamic State (IS or ISIL), as well 

as the increasing availability and capabilities of process technologies due to technological and 

structural transformations and the vital trend of shrinking costs of these key technologies. 

Furthermore, the analysis highlights the risk for the population of Austria which emanates from 

influenza viruses. However, what alleviates the risk emanating from a massive influenza epi-

demic is the experienced dealing of the Austrian population with influenza occurrences. This 

makes a widespread and severe impact of an influenza epidemic less likely. 

Illustration 1: Risk matrix / co-ordinate system 
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According to experts the application of radiological and chemical agents would have an effect, 

although an effect which is likely to be locally restricted and not very widespread. This would 

decrease their impact and probably not threaten the overall public and governmental survival 

of Austria. 

The analysis also showed that the application of chemical agents (blister and nerve agents) 

could be a very plausible scenario. On the one hand this assessment is substantiated by nu-

merous historic examples (Tokyo 1995, Iraq 2015 et al.) and on the other hand by the existence 

of for the production necessary knowledge and facilities inside Austria and abroad. The use of 

chemical weapons against the population of Austria is therefore deemed one of the most plau-

sible threat scenarios in this study. The only factor which limits this threat scenario is a relatively 

low number of expected fatalities, especially compared to the outbreak of pandemics or epi-

demics. However, it also came to the fore that the use of chemical agents would also cause 

considerable economic damage to Austria, despite the fact that the study focused primarily on 

life-threatening effects of potential threats and therefore neglected repercussions on the econ-

omy. 

On the whole the analysis enabled to show that a prioritising of threats can be feasible for 

Austria. It also enabled to show that such a prioritising of threats is a continuous and compre-

hensive contribution to an overall risk-analysis of Austria; it is furthermore of imperative ne-

cessity and expedience. 

Only a joint analysis with agreed-upon results regarding the identified risks can develop a co-

operative and interconnected ability for the resilience of threats in Austria. 

 



 

 

 

CONTRIBUTION TO THE NATION-WIDE RISK ANALYSIS FOR AUSTRIA  

BIOLOGICAL, CHEMICAL, RADIOLOGICAL AND NUCLEAR THREATS 

Illustration 2: Risk matrix / co-ordinate system axis x depicts impact, axis y depicts plausibility Illustration 3: Detailed results through all criteria/sub-criteria 
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Explanation of the evaluations of pathogens and agents 
Table 3: Criteria and rating scheme  

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/ 
*contamination and 

spreading 
0-10 [….] 

Dispersal/ 
transferability 

0-10  

Lethality 0-10  

Vulnerability 0-10  

P
la

u
si

b
il

it
y
 

Intended/ 
terrorist/ 

-motivated release** 
0-10  

Synthezising/ 
*technical availability 

0-10  

Natural recurrence/ 
mutation/ 

*technical failure 
0-10  

Transit 0-10  

 

On the following pages you will find the detailed analyses and explanations of substances of 

investigation (pathogens and agents). 

In these analyses the criteria depicted in table 3 and their respective four sub-criteria of evalu-

ation will be depicted shortened for reasons of clarity. 

The data shown in column three (0-10) originate from the overall analysis of table two. They 

reflect the assessment of the respective category and substance of investigation. 

All following vertically ordered bullet points are to be read top-down. They correspond to the 

horizontally ordered categories of evaluation of both evaluation criteria impact and  

plausibility, to be read left to right. 
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The Analysis of Pathogens 
Table 4: Analysis influenza 

Influenza  

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/  
*contamination 
and spreading 

7 

Influenza viruses constantly strife for the best possible adapta-
tion to their host, the human individual. This justifies their high 
degree of infectiosity. 

Dispersal/ 
transferability 

9 

The cyclical, annually recurrent wave of influenza as well as the 
possibility of droplet transmission from person to person makes 
influenza one of the most successfully adapted viruses to hu-
man beings. This justifies their high degree of dispersal. Disper-
sal of influenza viruses occurs rapidly and exponentially in ur-
ban areas. 

Lethality 4 

Despite recurrently serious developments of influenza in recent 
years, including with young people, it can be concluded that the 
lethality of influenza is only moderately high. 

Vulnerability 4 

The vulnerability of Austria is relatively low. Reasons for this are 
a robust and with influenza experienced healthcare system as 
well as widespread prophylaxis vaccination. Nevertheless, seri-
ous developments of influenza could weaken the Austrian 
healthcare system. 

P
la

u
si

b
il

it
y
 

Intended/  
terrorist/ 

-motivated  
release** 

4 

In its ordinary condition and without modification influenza is 
not very suitable as a weapon for terrorists. In addition to that 
the psychological effects of an outbreak or attack towards peo-
ple who are used to influenza and who do prophylaxis vaccina-
tion are negligible. 

Synthezising /  
*technical availa-

bility 
9 

The successful synthesizing of a H5N1 virus in the Netherlands 
and the United States (2011), which combined the lethality of a 
H5N1 (90%) with the infectiousness (droplet infection) of a 
H1N1 virus, achieved an artificial increase of the virus’ capaci-
ties. This proved that such knowledge is already in existence 
and its use can be considered realistic. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

10 

Influenza occurs at regular intervals. It often changes its modi-
fications. This justifies the highest score. 

Transit 10 

Influenza viruses occur world-wide. It can therefore be consid-
ered resilient and spreading. Austria is regularly affected by 
waves of influenza. 
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Table 5: Analysis - SARS 

SARS (Severe Acute Respiratory Syndrome)  

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/  
*contamination 
and spreading 

3 

SARS is caused by the coronavirus (SARS-CoV). It only transmit-
table by close contact between humans. This makes transmis-
sion sluggish and therefore justifies the score. 

Dispersal/ 
transferability 

3 

An infection before the outbreak and at the same time occur-
ring symptoms is unknown. It can therefore be expected that a 
possible dispersal can be contained relatively easy. 

Lethality 3 

Previous occurrences of SARS showed that primarily adults, es-
pecially medical personal, were affected. In 2003 8.098 people 
were affected by SARS; 744 died, which translates into a mor-
tality rate of 11%. SARS is thus of little lethality. 

Vulnerability 2 

The Austrian healthcare system is prepared for fighting an out-
break of SARS. Furthermore, Austria’s “detrimental conditions” 
hamper the spread of SARS. This leads to the conclusion that a 
lethal pandemic of SARS is not very likely in Austria. 

P
la

u
si

b
il

it
y
 

Intended/  
terrorist/ 

-motivated  
release** 

1 

Given the sluggish and unreliable dispersal, which only shows 
two weeks after infection, it can be concluded that SARS-CoV is 
largely unimportant for terrorism. 

Synthezising /  
*technical availa-

bility 
3 

The complexity of SARS-CoV makes a synthetic production pos-
sible (comparable to Polio). 

Natural recur-
rence/ 

 mutation/  
*technical failure 

3 

The experiences of the outbreak of 2003 show that the virus is 
relatively easy to contain if the international community coop-
erates successfully and rapidly enough. 

Transit 6 

The relatively long incubation of five days on average (it ranges 
from 2-10 days) provides the virus with a potentially good ca-
pacity of transit, especially by air travel. Austria could be affect 
this way. 
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Table 6: Analysis - Polio 

Polio (Poliomyelitis) 

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/  
*contamination 
and spreading 

7 

Polio is caused by non-shelled RNA-viruses, genus enterovirus 
(fam. Picornaviridae). This virus is widespread and infectiosity is 
relatively high. 

Dispersal/ 
transferability 

6 

The dispersal of polio viruses depends on their host, which are 
human beings. It dispersal takes place faecal-oral. Hygiene 
measures are therefore useful to limit dispersal. Nevertheless, 
the virus is considered persistent and can survive in stool after 
excretion for up to one week. Excretions of affected people can 
cause new infections. 

Lethality 2 

Lethal progresses of polio are rare. Damages to the central 
nervous system and concomitant spasms and other accompa-
nying effects are more likely. 

Vulnerability 0 

In 1988 the WHO has initiated a global protective vaccination 
against polio. This has had the success of keeping 80% of the 
global population free of polio. Austria is considered free of po-
lio too. Continuing protective vaccinations protect the popula-
tion from potentially sporadic infiltrations of polio. 

P
la

u
si

b
il

it
y
 

Intended/  
terrorist/ 

-motivated  
release** 

2 

Given a globally vaccinated population against polio its value 
for terrorist-motivated use is low. The low lethality of the virus 
reduces the physical effects intended by a terrorist-motivated 
release and reduce its usability. 

Synthezising /  
*technical availa-

bility 
7 

Polio viruses have been synthetically produced on the basis of 
public instructions from the internet by scientists since 2002. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

8 

Polio reappears globally in recurrent fashion. Natural recur-
rence is therefore judged relatively high. 

Transit 6 

Despite the fact that polio has a relatively long incubation (3-
35 days) and its excretions can be a centre of infection for up 
to 6 weeks, Austria is not very exposed. Other countries who 
serve as global hubs are deemed more exposed. 
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Table 7: Analysis - Smallpox 

Smallpox  

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/  
*contamination 
and spreading 

9 

Smallpox infecting humans (Variola vera/major) are a para-
mount example of an agent of very high infectiosity. Transmis-
sion does not only occur between humans, but also through 
contact with objects like blankets, cloth, or other items contam-
inated with scab, secretion or other excretions from infected 
people. 

Dispersal/ 
transferability 

9 

The history of dispersal of smallpox is unprecedented. Until its 
official extinction smallpox has spread epidemically in various 
regions of the world, like New York, the former Yugoslavia as 
well as India. Smallpox viruses are considered highly virulent 
and is categorised in the highest biosafety level (BSL 4). 

Lethality 9 

Mortality rate of people infected by Variola vera/major viruses 
is at a constant 30%. This means that smallpox is a highly lethal 
agent. 

Vulnerability 5 

Austria is considered vulnerable due to two aspects: First, due 
to the suspension of smallpox prophylaxis vaccination during 
the 1980s. Second, due to the lack of qualitative and profes-
sional as well as protected personnel that could react in case of 
an outbreak. 

P
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Intended/  
terrorist/ 

-motivated  
release** 

9 

Given the vulnerability of Western societies towards smallpox 
as well as the high infectionsity and lethality make smallpox the 
ideal and exemplary weapon for bio-terrorism. The possibility 
that some people who show immunity towards smallpox can be 
used as a transmitter against non-immunised people increases 
the applicability of smallpox for terrorist intentions. The only 
limiting factor is the non-immediate availability of the virus. 

Synthezising /  
*technical availa-

bility 
8 

Experts confirm that it is feasible and possible to synthetically 
create a double-helical DNS virus with helical capsid and two 
shells of the family orthopoxviruses. Furthermore, the mass pro-
duction of viruses in chicken eggs has been achieved by Russian 
scientists. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

5 

The natural outbreak of other kinds of orthopoxviruses (cow 
pox, monkey pox, camel pox) cannot be ruled out. This hap-
pened relatively recently in Germany in 2009 where domesti-
cated so-called fancy rats were infected with cow pox. 

Transit 3 

The long absence of smallpox viruses in Austria justifies a cur-
rently very low degree of exposure. Nevertheless, an exposure 
cannot be ruled out completely. 
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Table 8: Analysis - Ebola 

Ebola  

Crit. Sub-Crit. Rate Description 

Im
p

a
ct

 

Infectiosity/  
*contamination 
and spreading 

5 

The contagion of Ebola (fam. Filoviridae) takes place through 
direct body contact, especially via contact of body liquids from 
infected people and unprotected or injured skin and mucosal. 
The five known sub-types (Zaire, Sudan, Bundibugyo, Taï-Forest 
and Reston) cause viral haemorrhagic fever. 

Dispersal/ 
transferability 

3 

The virus’ ability to disperse can be limited by hygienic 
measures as well as the persistent use of protection gear. An 
infection under regular, clinical conditions is unlikely. Due to the 
high lethality of the virus a potential transport of infected peo-
ple is not very likely. 

Lethality 10 

Depending of the sub-type the lethality of Ebola lies between 
30% and 90%. During the last outbreak in 2014/2015 lethality 
rate averaged 60%. Lethality of Ebola is therefore compared to 
other agents very high. It is also graded BLS 4. 

Vulnerability 2 

The vulnerability of the population of Austria is considered low, 
especially given the facts that trained professionals knowledge-
able about Ebola are at hand and awareness in recent time has 
been high. Furthermore, a short and fierce incubation in com-
bination with a high rate of lethality hampers a spread to and 
within Austria. 

P
la

u
si

b
il

it
y
 

Intended/  
terrorist/ 

-motivated  
release** 

3 

The high lethality of Ebola is to the advantage as well as disad-
vantage of terrorists. On the one side Ebola can theoretically 
trigger a very high rate of mortality, but on the other side this 
hampers its ability to proliferate within civilian populations. 
What further decreases the appeal of Ebola for a terrorist-mo-
tivated release are the relatively good countermeasures that 
can be taken, especially in terms of containment. 

Synthezising /  
*technical availa-

bility 
7 

An official synthesizing of Ebola has so far not occurred. It is in 
principle possible, but expected to be difficult due to the neg-
ative orientation of the RNA. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

6 

Recent outbreaks in West Africa have shown that Ebola has the 
ability to continuously re-emerge naturally. Partly responsible 
for this are flying foxes and bats that carry the virus. It is as-
sumed that the virus enters the human body by eating those 
animals or improper hygienic standards handling those ani-
mals. 

Transit 2 
The import of Ebola to Austria is considered low due to hardly 
existing direct contact between recently contaminated areas. 
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Table 9: Analysis - Anthrax 

Anthrax  

Crit. Sub-Crit. Rate Description 

Im
p

a
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Infectiosity/  
*contamination 
and spreading 

6 

Infection with Anthrax occurs via contact with spurs produced 
by Bacillus anthracis (fam. Bacillaceae). These spurs enable the 
rod-shaped bacteria to disseminate in airways. The smaller the 
spurs, the greater the possibility of an infection. Even if an in-
fection does not take place with weapons-grade Anthrax (size 
of spurs about <1μm), infectiosity does still take place at an 
above-moderate level. 

Dispersal/ 
transferability 

1 

Sick people themselves will not directly become contribute to 
the dispersal. Also, a dispersal of Anthrax can quickly be dealt 
with due to profound experiences of dealing with Anthrax in 
veterinary medicine. 

Lethality 8 

Lethality, which depends on the type of anthrax (skin, lung or 
intestinal anthrax), ranges in untreated cases between 5% and 
100%. If Anthrax is treated lethality ranges between <1% and 
50%. 

Vulnerability 4 The use of antibiotics can prohibit a drastic progress of illness. 
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Intended/  
terrorist/ 

-motivated  
release** 

6 

Anthrax has already been used as a biological weapon for ter-
rorist intentions in the USA after 2001. The same applies to ricin 
which, however, is also considerably easier to produce. Terror-
ists continue to strive for the possession of Anthrax. However, 
the use for terrorism is limited by Anthrax’s relatively low ability 
of dispersal. 

Synthezising /  
*technical availa-

bility 
8 

The mass production of weaponized Anthrax spurs has already 
occurred in the USA and Russia. It has to be expected that other 
actors too make use of the relatively easy ability to synthesize 
Anthrax. It furthermore has to be considered that remainders 
from former bio-weapons storehouses still exist. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

1 

Spurs of Anthrax exist on so-called Anthrax pasturages in Aus-
tria. Their location is known and grazing animals are vaccinated 
regularly. A potential recurrence could quickly be contained. 

Transit 1 

An infection by already infected people is not possible. Risk 
groups are hunters, veterinarians, farmers, tanners, forest rang-
ers and people dealing with animal skins from Africa, Asia or 
any other regions where Anthrax is spread. In Austria vaccina-
tions are only available for animals. On suspicion of infection 
human beings can take antibiotics for over 60 days. 
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Table 10: Analysis - VBD 

Vector Born Diseases (VBD)  

Crit. Sub-Crit. Rate Description 

Im
p
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ct

 

Infectiosity/  
*contamination 
and spreading 

2 

Vector Born Disease always needs a living vector, like mosquitoes 
(Anopheles spp.), ticks or fleas. A transmission from person to 
person is usually not possible, except in cases of contaminated 
blood conserves and medical instruments. Climate change does 
support the dispersal of vectors, however, at the same time there 
have been eradication projects and measures going on for years. 

Dispersal/ 
transferability 

2 

A dispersal of VBD in Austria is unlikely due to the hostile cli-
matic conditions for vectors. However, increasingly warm win-
ters due to climate change could support the survival and dis-
persal of vectors (like non-indigenous mosquitoes). This could 
also be facilitated by increasing air traffic. 

Lethality 5 

Lethality of dengue haemorrhagic fever, which is a kind of VBD, 
causes a dengue shock syndrome and has a lethality rate of 6-
30%. This justifies a medium-level lethality. 

Vulnerability 1 

Austria is remotely exposed to VBD. The hostile conditions for 
vectors, professional medical personnel as well as the existence 
of treatment facilities are considered sufficient to counter a po-
tential outbreak. 
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Intended/  
terrorist/ 

-motivated  
release** 

3 

VBD could provide terrorists with decent psychological gains, 
although the low lethality and difficulty of deploying the vec-
tors reduces the practicality of using VBD for terrorist-moti-
vated intentions. 

Synthezising /  
*technical availa-

bility 
1 

The synthetical reproduction of infected vectors is possible. 
However, a use of VBD and its dispersal without its vectors 
would be of only little success. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

10 

The northern hemisphere is less affected by a natural recur-
rence of VBD compared to the southern hemisphere. However, 
the plethora and quantity of reservoirs makes an extinction of 
VBD unlikely. A natural recurrence is thus always possible. 

Transit 2 

An import of VBD is possible and cannot be ruled out. Never-
theless, this is considered relatively unlikely and its threat to 
Austria is not very plausible. 
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The Analysis of Chemical Agents  
Table 11: Analysis – Blister Agents 

Blister Agents* (z.B.: S-LOST) 
Crit. Sub-Crit. Rate Description 

Im
p

a
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Infectiosity/  
*contamination 
and spreading 

3 

The spreading of blister agents is possible, although it can be 
detained by appropriate protection measures. 

Dispersal/ 
transferability 

2 

The dispersal of chemical agents through for instance the 
shooting of artillery grenades is a technically challenging en-
deavour, since through the explosion of the grenades the agent 
should be dispersed but not burned. It is also challenging to 
find the right kind of aerosol which is necessary for the right 
saturation but does not diminish the impact. 

Lethality 2 

The use of blister agents aims to cluster forces and to make 
certain areas inaccessible for the enemy. This implies that en-
emy forces should be compelled to become distracted with the 
protection from blister agents instead of conducting warfare. 
Therefore, blister agents are not supposed to be very lethal. 

Vulnerability 4 

Protective suits and respiratory masks are considered a suffi-
cient but only temporal protection from blister agents. Austrian 
disaster relief forces, especially fire fighters, are trained in deal-
ing with blister agents. Nevertheless, a medium vulnerability 
has to be assumed due to the ability to use blister agents close 
to civilian areas as well as the existence of chemical base mate-
rial in Austria. 
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Intended/  
terrorist/ 

-motivated re-
lease** 

10 

The confirmed use of blister agents (S-LOST) has occurred in 
Northern Iraq in 2015 and proves that their usage can be con-
sidered plausible. 

Synthezising /  
*technical availa-

bility 
10 

Blister agents are usually produced synthetically. The technical 
knowledge for production is widespread. The existence of dual-
use goods facilitates the production of blister agents. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

0 

Natural sources of blister agents are non-existent. The redis-
cover of old stocks is unusual and often regionally limited. 

 

Transit 9 

In Austria the necessary base material so-called precursors are 
available. The potential exposition of Austria towards blister 
agents is therefore very plausible. 
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Table 12: Analysis- Nerve Agents 

Nerve Agents* (e. g. VX / Tabun)  
Crit. Sub-Crit. Rate Description 

Im
p
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Infectiosity/  
*contamination 
and spreading 

3 

Nerve agents of group G (e. g. Sarin and Tabun) are gasiform. 
Nerve agents of group V (e. g. VX, VG, VE etc.) are viscous and 
characterised by long-run effects of contamination. Both group 
show their effects by blocking nerve receptors (inhibition of the 
transfer of nerves’ messages to organs) and therefore cause 
death by apnoea within minutes. Similarly to blister agents they 
are primarily dispersed through external factors and their dis-
persal is also depending on the composition of the agent. Usu-
ally, contaminated areas are small and easy to seal-off. 

Dispersal/ 
transferability 

2 
For the dispersal of nerve agents apply the same basic prereq-
uisites as for the dispersal of blister agents. 

Lethality 7 

The intended effect of nerve agents like VX is to kill the enemy. 
Therefore, the lethality of nerve agents is high. However, the 
use of paralysing agents like psychoactive substances can also 
be possible. They do not have lethal effects and therefore limit 
lethality here. 

Vulnerability 4 

Agriculture and large petrochemical corporations in Austria 
work with substances akin to nerve agents on a daily basis. This 
justifies a relative vulnerability although a not very high one. 
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Intended/  
terrorist/ 

-motivated re-
lease** 

8 

The nerve agent Sarin has previously been used by terrorist ac-
tors (Tokyo March 1995) and therefore confirms that nerve 
agents from for example group G can be used to cause rela-
tively high casualty figures. 

Synthezising /  
*technical availa-

bility 
10 

Nerve agents are synthetically produced. Sometimes their pro-
duction is caused accidentally or they are produced as a by-
product of the production of other chemicals. It can therefore 
be expected that numerous people worldwide are aware of how 
nerve agents are produced. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

0 

Nerve agents do not occur naturally. A natural recurrence can 
therefore be ruled out. 

Transit 9 

All necessary base materials and precursors are available in Aus-
tria. The production of nerve agents is therefore possible and 
likely. 
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The Analysis of Radioactive Agents  
Table 13: Analysis - Nuclear Power Plant (NPP) Accident 

Nuclear Power Plant (NPP) Accident*  
Crit. Sub-Crit. Rate Description 

Im
p

a
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Infectiosity/  
*contamination and 

spreading 
8 

The immediate concernment of an accident within a NPP in the 
vicinity of Austria (200 km) would have disastrous economic 
repercussions. It would also threaten the health of numerous 
Austrian citizens in the medium to long term. 

Dispersal/ 
transferability 

8 

The dispersal depends primarily on external conditions like 
wind direction, wind velocity, atmospheric stability and rainfall. 
If such conditions are adverse, an accident in a NPP could 
cause contamination of large parts of Austria for years to 
come. 

Lethality 2 

A high short-term and immediate lethality of nuclear radiation 
due to an accident in a NPP is not very likely in Austria. How-
ever, long-term negative effects on the health of Austrian citi-
zens cannot be ruled out. 

Vulnerability 3 

Austria is prepared for an accident in a NPP. It has imple-
mented the emergency measures stipulated by the EU and 
IAEO. Stockages of iodine pills are high and immediately avail-
able for especially young people in case of an emergency. In 
addition to that people can protect themselves from nuclear 
radiation by staying indoors. This justifies a relatively low level 
of vulnerability of Austria in case of an accident in a NPP in the 
neighbourhood of Austria, especially in terms of damage to its 
citizens. 
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Intended/  
terrorist/ 

-motivated re-
lease** 

4 

Terrorists could have success with a well-prepared and focused 
attack on a NPP. Exercises of the Nuclear Regulatory Commis-
sion (NRC) in the United States have shown, in 50% of the cases 
an attack would have been successful in reality. A physical at-
tack could be accompanied by a cyber attack. Such an opera-
tion would have considerable psychological effects and could 
be accompanied by a media campaign. The economic reper-
cussions could be massive. However, the unlikely success of 
such an attack and the relatively low expectations of a high 
number of casualties reduce the plausibility of such an attack. 

Synthezising /  
*technical availabil-

ity 
6 

Six of the seven neighbours of Austria have active NPP in a 
distance of 200 km from their border to Austria. Therefore, the 
utilisation of an NPP as a weapon against Austria is plausible. 

Natural recurrence/ 
 mutation/  

*technical failure 
2 

The multiple safety barriers and safety systems of nuclear 
power plants diminish the plausibility of a technical failure and 
radiation leaks. 

Transit 0 

Given the fact that Austria itself has only a small amount of 
nuclear facilities and that the NPPs in neighbouring countries 
are static buildings there is no transit to be expected. 
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Table 14: Analysis - Radiological Agents 

Radiological Agents* 
Crit. Sub-Crit. Rate Description 

Im
p
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Infectiosity/  
*contamination 
and spreading 

2 

Radiological devices are all radioactive materials which can be 
used as weapons to cause damage. This can for instance take 
place by the use of radiological materials and explosives. The 
accessibility and the quantity of radiological materials is con-
siderably easier in case of materials with low radioactivity. This 
is mainly due to a threat of contamination and dispersal in case 
of a release. 

Dispersal/ 
transferability 

2 
The radius of damage of usable radioactive materials is limited; 
this warrants the expectation of a spatially limited dispersal. 

Lethality 3 

The expected lethality is slightly higher than in case of an acci-
dent in a nuclear power plant since it can be expected that 
people would be directly exposed to radiation and not only to 
contaminated objects. 

Vulnerability 5 

The number of materials which could be weaponized is high 
and an exhaustive control of every radioactive substance is dif-
ficult to realize. Therefore, an abuse of radioactive materials 
cannot be excluded. In addition to that it cannot be predicted 
where radioactivity might be released; in contradistinction to 
an accident at a nuclear power plant there would be no ad-
vance warning time of an expected level of radioactivity. Pro-
tection measures are therefore very difficult to prepare. There-
fore, Austria is exposed to a relative vulnerability. 
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Intended/  
terrorist/ 

-motivated re-
lease** 

6 

The use of a so-called dirty bomb by terrorists is plausible. This 
is substantiated by serious attempts in the past to gain access 
to radioactive substances. The number of materials which 
could be abused is high and an exhaustive control of every ra-
dioactive substance is difficult to realize. However, the plausi-
bility of an intended terrorist-motivated release is reduced by 
the expectation of a relatively low lethality. 

Synthezising /  
*technical availa-

bility 
8 

Radioactive substances are available and can be misused. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

2 

Technical failures involving radioactive material are relatively 
rare. Especially in Austria they are from low plausibility. 

Transit 2 

Transport of radioactive material takes place inside Austria. 
Therefore, Austria is a transit land of such materials but without 
any serious negative expectations. 
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Table 15: Analysis - Nuclear attack by terrorists 

Nuclear attack by terrorists*  
Crit. Sub-Crit. Rate Description 

Im
p
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Infectiosity/  
*contamination 
and spreading 

7 

The use of nuclear weapons would cause a high but spatially 
limited contamination. At the beginning the radiation spec-
trum increases exponentially; at the same time radiation de-
creases drastically after it peaked. Contamination is therefore 
not as bad as in case of an accident at a nuclear power plant. 

Dispersal/ 
transferability 

3 

The dispersal and application of a nuclear weapon by terrorists 
is not very promising. Without carrier systems nuclear weap-
ons have to be transported via sea, air or land. An alternative 
would be the construction of a nuclear device at the intended 
location of usage. 

Lethality 9 

The expected lethality is very high. At ground zero a total de-
struction through heat waves and pressure waves can be ex-
pected. Consequential damages can occur through electro-
magnetic impulses and radiation. 

Vulnerability 10 

No realistically protective, precursory protection can be ar-
ranged against the ignition of an even small to medium sized 
nuclear device in a larger city in Austria. The only course of 
action would be damage reduction after the explosion. 

P
la

u
si

b
il

it
y
 

Intended/  
terrorist/ 

-motivated re-
lease** 

8 

Terrorist organisations like Al-Qaida constantly try to get ac-
cess to nuclear devices. If such organizations gain access to 
nuclear devices they would use them. Even the threat of using 
nuclear devices causes a massive psychological effect. It 
demonstrates the semblance of almightiness. In addition to 
this the expectably very high lethality is in accordance with ter-
rorists’ intentions. The damages caused can be exploited for 
propaganda purposes. 

Synthezising /  
*technical availa-

bility 
1 

Given the facts that in the last 70 years no terrorist organisa-
tion has acquired a nuclear weapon nor has any terrorist or-
ganisation built a nuclear weapon leads to the conclusion that, 
despite the high motivation of terrorists, there is no realistic 
chance of terrorist organisations acquiring or constructing a 
nuclear device. Protection measures, proliferation controls and 
technological hurdles seem too high. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

1 

At current times it seems implausible that terrorists could cre-
ate circumstances through which they get hands on a nuclear 
device. It is equally implausible that terrorist organisation ac-
quire nuclear weapons by accident. 

Transit 1 

Given the fact that no nuclear weapons are stationed in Austria 
and that Austria should not serve as a transit land for nuclear 
weapons, an acquisition of nuclear weapons by terrorists in 
Austria is of very low plausibility. 
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Table 16: Analysis - Nuclear attack by a foreign state 

Nuclear attack by a foreign state*/** 

Crit. Sub-Crit. Rate Description 

Im
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Infectiosity/  
*contamination 
and spreading 

7 

A government-intended nuclear strike would have the same ef-
fects on Austria as a terrorist-intended nuclear strike. 

Dispersal/ 
transferability 

6 

Nuclear weapons of state actors have considerably higher ca-
pabilities compared to simple nuclear devices. They have the 
advantage of multi-entry vehicles, tactical nuclear weapons and 
respective delivery vehicles. In addition to that nuclear weapons 
of state actors can have a considerably higher degree of explo-
sive power. Hydrogen bombs can have several megatons of ex-
plosive power and cause considerably more damage in terms 
of destruction and radioactivity compared to simple nuclear 
weapons. 

Lethality 9 

Modern nuclear devices are characterised by a compact con-
struction and very efficient chain reactions. They are modified 
with special catalysers to reduce radiation. However, people ex-
posed to the direct explosive effects will be killed. 

Vulnerability 10 

Austria possesses no strategic or tactical protection measures 
against nuclear weapons and their delivery devices. Vulnerabil-
ity is therefore very high. 
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Intended/  
terrorist/ 

-motivated re-
lease** 

1 

Austria is a member of the European Union (EU) and therefore 
part of its defence structures. However, from a normative stand-
point Austria considers itself as neutral which it highlights by 
not becoming a member of NATO. This offers no obvious rea-
sons why Austria should be the target of a strategic exchange 
of nuclear weapons. 

Synthezising /  
*technical availa-

bility 
3 

Five states officially possess nuclear weapons (USA, Russia, 
France, UK, and China). They are all signatories of the Nuclear 
Non-proliferation Treaty (NPT). However, there are also non-
official nuclear powers (India, Pakistan, Israel, and North Korea). 
Those states are no signatories of the NPT. 

Natural recur-
rence/ 

 mutation/  
*technical failure 

2 

In the past, especially during the Cold War, accidents with nu-
clear weapons have occurred multiple times. Furthermore, situ-
ations occurred where due to technical failure or human error 
an accidental use of nuclear weapons was likely. However, none 
of those accidents has caused a nuclear explosion. 

Transit 1 

Normally, the strategic transport of nuclear weapons does not 
occur through Austria. Transit is therefore of very low plausibil-
ity. 
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Recommended Immediate Protection Measures 
In this section the immediate 

protection measures will be rec-

ommended which apply to the 

agents and substances depicted 

in the upper right quadrant of 

the risk matrix in illustration 4.  

The agents and substances of 

this quadrant share high grad-

ing in both criteria (plausibility 

and effect). They therefore con-

stitute the greatest and most 

immediate threat for Austria. 

Immediate protection measures 

can be taken to counter the 

threat emanating from the two relevant pathogens influenza and smallpox. The aim of such 

immediate protection measures should be to improve the resilience of the state to avoid or 

alleviate serious and catastrophic effects. 

First, specific measures regarding both pathogens will be discussed. Second, more general 

measures according regarding the other agents and substances will be highlighted. 

Specific Measures 

The risk analysis has shown that influenza and smallpox viruses are considered the greatest 

threat for Austria. This result is substantiated by the high vulnerability of the population of 

Austria towards smallpox viruses as well as the high degree of adaptability and severe symp-

toms of influenza viruses which has been observed in recent years. 

Therefore, experts recommend the following five measures for immediate implementation: 

I. Strengthening vaccine protection for disaster relief forces, key personal and the 

general public 

A pre-emptive vaccination of disaster relief forces and first responders as well as for their 

families against smallpox is urgently recommended. Currently available stocks of vaccines 

are unreliable and unsecure in case of use. In addition, it has to be ensured that a relevant 

vaccine has to be kept available for the general public. 

 

II. Inspecting and updating the disaster relief infrastructure necessary in case of an 

emergency 

The availability of facilities for protection and treatment which can be used in case of 

epidemic/pandemic, chemical or nuclear disasters in Austria have to be assessed realis-

tically and linked to current risk assessment. Disaster relief concepts have to be adapted 

accordingly to these findings. 

 

Illustration 4: Risk matrix / co-ordinate system 
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III. Continuous contribution to a holistic-state risk analysis as well as updating of  

existing concepts and responsibilities 

A holistic-state risk analysis regarding current CBRN threats has to be maintained to-

gether with the relevant parties involved. At the same the existing plans, obligations 

and conceptions of measures have to be checked according to the guidelines of the 

European Union. Austrian concepts, plans and policies have to be adapted accordingly. 

 

IV. Improvement of equipment, gear, training as well as conducting common  

national and international exercises for disaster relief forces 

Defective equipment and gear as well as insufficient training has to be rectified after an 

overhaul of the updated existing plans, obligations and measures and their necessity 

for crisis response. In addition to this national and international exercises have to be 

conducted regularly by governmental and non-governmental first responders to sup-

port the stability and ability to act in times of crisis. 

 

V. Preparing diagnostic and therapeutic counter-measures 

Due to the broad variety of different biological agents and current risks is a storage of 

all sorts of vaccine not advisable. Recommended is the continuously improvement and 

updating of the diagnostic capacities. In addition has the access to technologies and 

vaccines from abroad to be assured through international agreements before an emer-

gency occurs. 

 

General Measures 
In order to increase Austria’s resilience it is important to support the previously highlighted 

specific measures through continuous information and networking between relevant stake-

holders. Only this can assure a medium to long-term success of those specific measures. This 

implies the need to constantly update the overall security situation of Austria in cooperation 

with governmental and non-governmental actors. The success of strategic disaster relief 

measures calls for the implementation of necessary judicial, practical and conceptual measures 

to maintain flexibility and capability of acting in a constantly changing security environment.  

Prospects 
The whole KSÖ process with the input of different experts has shown two main results: first, 

that in regard to the threats from CBRN weapons towards Austria an analytical process can 

include different perspectives; second, that such an analytical process can draw attention to 

results beyond the mainstream. The importance thereby lies not only in the analytical results 

but also in the convention and networking of individuals and organisation responsible for our 

security which this process has enabled. 

Future benefits from this process are essential insights which enhance our understanding of 

the overall security situation of Austria as well as its resilience in general. 
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However, looking 

into the future we 

first must realize that 

orthodox security 

threats and percep-

tions are obsolete. 

Today, chemical, bio-

logical, radiological 

and nuclear weapons 

and weapon systems 

are of great interest 

and importance for  

highly violent terrorist organizations. In addition to that this form of terrorism has expanded 

its possibilities by increasing their resource allocation and taking advantage of freely accessible 

knowledge and know-how. This is only aggravated by the fact that formerly accepted taboos 

in armed conflicts do not longer apply, which was elucidated by the use of chemical weapons 

in 2015. Passing red lines remains of no consequences. This increases the plausibility of in-

creasingly excessive and unbridled violence. 

It is also concerning that process technologies of synthetic biology, the application of systems 

for gen modification (e.g. CRISPR/CAS9) as well as the increasingly cheaper access to service 

of biotechnology have become publicly accessible and available. Such know-how used to be 

expert knowledge which was difficult to access becomes more and more publicly. Finally, the 

possibilities of natural recurrence or technical failures remain constant.  

However, we do not find ourselves in a desperate situation, despite this gloomy outlook. Aus-

tria has the opportunity to prepare itself intelligently and adequately for these threats. This 

study has shown that a nation-wide risk management in cooperation with civil society organi-

sations enables: 1) the assessment and communication of contemporary risks; 2) the recogni-

tion of future trends concerning the security of Austria; 3) the timely preparation of counter-

measures, concepts and plans. 

The implementation of these recommendations, immediate measures and general measures 

show that security, especially when facing CBRN threats, is a comprehensive endeavour. This 

comprehensive endeavour has to be approached collectively, nationwide and connected. Only 

this approach guarantees security in the present and for the future. 

 

TOGETHER. SAFE. FOR AUSTRIA! 

  

A timely and common 

action protects the so-

cial and governmental 

stability of Austria 

NOW and in FUTURE. 
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